HNudopmannonHasi naMATKA 00 OCHOBHBIX PUCKAX 11 JeTeil B ceTH « AHTepHET» U Mepbl 10 UX
MHHHMH3ALHH

C KaXXAIbIM I'0J0M MOJIOJCKU B HUHTCPHETC CTAHOBUTLCS 6OJ'IBIHC, a IKOJIBHUKH OJHH N3 CaMbIX
aKTHBHBIX I10JIb30BaTENICH PyHGTa. MC)KI[y TEM, IOMHUMO OTPOMHOTI'O KOJIMYCCTBA BO3MO)KHOCTCI>1,
HWHTCPHET HECCT U HpO6J’IeMBI. OTa mamsTKa JOJIDKHA IIOMOYb TeOe 6e30macHo HaXOJUTHCA B CCTH.

KomunbioTepHble BUPYChI

KomnbroTepHsli BUPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX IPOrpaMM, OTIIMUUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBIAETCS CHOCOOHOCTH K Pa3MHOKEHHIO.

B nononnenue K 3TOMy, BUPYCBHI MOT'YT MTOBPEINTH WM TIOJHOCTHIO YHUUTOXHTE BCE (hailyibl M JaHHBIE,
HOJKOHTPOJIBHBIE IT0JIb30BATEII0, OT UMEHH KOTOPOro ObuIa 3allyllieHa 3apaKEHHAs IPOrpaMMa, a TaKKe
MOBPEINTD WIH Ja’Ke€ YHUUITOXXHUTD OTEPAIIHOHHYIO0 CHCTEMY CO BceMH (paiimamu B riesiom. B
OOJBLIMHCTBE CIIy4aeB paclpoCTPaHAIOTCS BUPYCHI U€pe3 HHTEPHET.

MGTO,Z[LI 3alIUThI OT BPEAOHOCHLIX IIPOrpaMm:

1. Hcnonb3yit cOBpeMEeHHbIE ONePAlIOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX [IPOTPAMM;

2. TlocrostHHO ycTaHapnuBaii nauTy (IIU(POBBIC 3aILIATKH, KOTOPhIE aBTOMATHYEeCKU
YCTaHABIUBAIOTCS C LENbI0 JOPA0TKK MPOTPaMMBbl) U IpyTrre OOHOBIICHHS CBOEH ONepaliOHHON
cucrembl. CKauuBail X TOJBKO ¢ opuIMaIbHOTO caiita paspadorunka OC. Ecnu cymecTByet
PEXMM aBTOMaTHIECKOTO OOHOBJICHHSI, BKIIOUYH €T0;

3. Paloraii Ha cBoeM KOMIBIOTEPE 1O/ IPaBaMH MOJIb30BATENS, 8 HE aIMUHHCTPATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM
KOMIIBIOTEPE;

4. Hcrnonp3yit aHTUBHPYCHBIE IPOTPAMMHBIE POTYKTHI U3BECTHBIX MTPOU3BOIAUTENEH, C

aBTOMATHUYECKUM OOHOBJIICHHUEM 0a3;

Orpannyb (HU3NUECKUI JOCTYI K KOMIBIOTEPY LISl HOCTOPOHHMX JIMLL;

HWcnone3yit BHENITHIE HOCUTEIH WH(OPMAINH, Takne Kak (emka, T1cK nin (Haiin u3 nHTepHeTa,

TOJILKO U3 MPO(EePEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIE (Qaiiiibl, MOTYUYCHHBIE U3 HEHaAEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpBIE IPHUCIIA TBOW 3HAKOMBIH. JIyyllle yTOYHH Y HETo, OTIPABIISLI JIM OH TeOe uX.
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Cerun WI-FI

Wi-Fi - 310 He Buj iepeaun JaHHbIX, HE TEXHOJIOTHS, a BCEro Juiib Open, mapka. Eme B 1991 roxy
HUJIepJIaHICKasi KoMItaHus 3apeructpupoBaia opera « WECAy, uro 0003Ha4aio CIOBOCOYCTAHHE
«Wireless Fidelity», KoTOpbIii IepeBOIUTCS KaK «OECIPOBOIHAS TOYHOCTHY.

o Hamero BpeMeHH Aolia Apyrast ab0peBuarypa, KoTopas SBISETCS TAKOU K€ TEXHOJIOTHEH. DTO
ab6pesuarypa « Wi-Fi». Takoe Ha3BaHKe OBIJIO JaHO C HAMEKOM Ha CTaHAAPT BBICUIMN 3BYKOBOH TEXHHUKH
Hi-Fi, uto B mepeBojie 03HAYaET «BBICOKASI TOYHOCTHY.

Ja, OecruiaTHBIN MHTEPHET-IOCTYI B Kade, OTEIISAX U a3pOINOopTax SBISETCS OTIMYHONH BO3MOXKHOCTHIO
BBIX0JIa B MHTEepHET. HO MHOTHE SKCIIEPTHI CYUTAIOT, YTO o01meaocTynHbie Wi-Fi cetn He sBnstoTCS
0€e30I1aCHBIMH.

CoeTbl 10 6e30macHOCTH paboTe B 001Ie0cTymHbIX ceTsax Wi-fi:

1. He nepenasaii cBOIO IMUHYIO HHPOPMaLUIO Yyepe3 obmenoctynueie Wi-Fi cetn. Paboras B HuX,
JKeJIaTeIbHO He BBOAMUTH APOJIM AOCTYIIA, IOTHHBI U KAaKHEe-TO HOMEDA,;

2. Hcnonp3yit u 0OHOBJISIH aHTUBUPYCHBIE IPOTrpaMMBbl 1 OpaHaMayep. TeM caMbIM Thl
oOe3onacuib ceds 0T 3aKa4YKH BUPYCa Ha TBOE YCTPOMCTBO;

3. Tlpwm ucnonmp3oannu Wi-Fi oTkimoun GpyskIuio «O0muii 1ocTyn K dhaiiaaM B IpUHTEpaM.
Jannas QpyHKIHS 3aKpbITa M0 YMOIYaHUIO, OTHAKO HEKOTOPHIE MTOJIb30BATENN aKTUBUPYIOT €€
JUTS y100CTBa UCTIONB30BaHUS B paboTe win yueoe;



4. He ucnions3yi myoamansit WI-FI mns nepenadn THIHBIX TaHHBIX, HAIPUMED U BBIXO1a B
COITMAJIBHBIC CETH WU B DJIEKTPOHHYIO TIOUTY;

5. Hnonw3yii TodbKo 3amuieHHoe coequaenue yepe3 HTTPS, a e HTTP, 1.e. mpu HaGope Be6-
anpeca BBOJIU UMEHHO «https://»;

6. B moOunbHOM Tesnedone otkmoun pyHkiuio «Ilonkmouenne k Wi-Fi aBromarnyecku». He
JIOTTyCKali aBTOMaTHYECKOTO MOAKIIIOUSHHsI yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CouyajbHbIe CeTH

COHI/IaJII)HBIC CCTHU aKTUBHO BXOJAT B Hallly ) KU3Hb, MHOT'UC JIIOIU pa6OTaIOT " )KUBYT TaM IMIOCTOSAHHO, 4 B
Facebook YK€ 3apCruCTpUpOBaH MUJIIIUAP YCIIOBCK, YTO ABJIACTCA O,Z[HOI>’I CC,Z[LMOﬁ BCEX JKUTEIICH
IIJIaHCTHI.

MHorue MoJIb30BaTeIn He IIOHUMAIOT, YTO I/IH(l)OpMaHI/Iﬂ, pasMCUICHHAasA UMHU B COLIUAJIBHBIX CETAX,
MOJKET OBITh HaﬁHeHa 1 HCIIOJIb30BaHa KEM YIroaHO, B TOM YHUCJIC HC 00s13aTENBLHO ¢ OIaruMu
HaMCpCHUSAMU.

OCHOBHBIE COBETHI IO OE30MMACHOCTH B COMAJIBHBIX CCTAX!

1. Orpannyb cnmucok apy3ei. Y 1eds B APY3bsX HE NOJDKHO OBITH CITyYaiHBIX 1 HE3HAKOMBIX
JIIOJIEH;

2. 3amuiai CBOI 4acTHYIO KW3Hb. He ykasbiBail maposu, TenedoHsl, agpeca, 1aTy TBOCTO
POXAEHUS U APYTYIO TUUHYI0 HHPOPMAIHIO. 370yMBIIUIEHHHKH MOTYT HCIIOJIb30BaTh JaKe
WHGOPMAIIHIO O TOM, KaK Tl M TBOM POJIUTENN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amuinaii CBOIO pemyTalHio - JePXKH €€ B YUCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeI ObI ThI, YTOOBI
JIpyrue NoJb30BaTey BUJIEIH, UTO ThI 3arpyxaems? [logymait, npexae yeM 4To-To
OITyOJINKOBAaTh, HAITUCATh U 3aTPYy3UTh;

4. Ecnu THI TOBOPHIIIH C JIFOBMHU, KOTOPHIX HE 3HACIITh, HE UCTIONB3YH CBOE PealbHOE UMS U IPYTYIO
JTUYHYIO HHQOpMAIMU: UMs1, MECTO JKUTEILCTBA, MECTO Y4eObl H Ipouee;

5. MU36eraii pasmemenus pororpaduii B IHTEpHETE, Te THI N300paXKEH HA MECTHOCTH, 110 KOTOPOit
MOJKHO OTIPEJICNTUTh TBOE MECTOIIOIOKECHHE;

6. Ilpu perucrpaiu B CONHAIBHOMN CeTH HEOOXOJMIMO HCIIONIB30BaTh CIIOKHBIC TTAPOJIH, COCTOSIIUE
13 OyKB ¥ HUQP U C KOJMYECTBOM 3HAKOB HE MeHee §;

7. Jlns conuanbHOM CeTH, TOYTHI U IPYTHX CAMTOB HEOOXOIMMO HUCIIOIB30BaTh pa3HbIe MapOIIH.
Torma ecnu Te0s B3MTOMAIOT, TO 37I0YMBIIUIEHHUKH ITOYYaT AOCTYI TOJIBKO K OTHOMY MECTY, a
HE BO BCE Ccpasy.

DJIeKTPOHHBIE TeHbI N

DJIEKTPOHHBIE ICHBI'M — 3TO OYCHb YA0OHBIH CIIOCO0 IIaTekKei, 0JIHAKO CYIIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTAT MOJIYYUTh 3TH JICHBIU.

SHGKTPOHHLIC JACHBI'KM NOABUJIMCH COBCEM HCJIABHO U UMCHHO M3-3a 3TOI'0 BO MHOTUX IOCyJapCTBax n0
CHUX ITIOp HE IMPOIHNCAHO IIPO HUX B 3dKOHAX.

B Poccun e oHM (YyHKIMOHHPYIOT U O HUX YK€ TPOTHCAaHO B 3aKOHE, TJe UX Pa3JelisaioT Ha HECKOIBKO
BHJIOB — aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIIa B TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX
pasperaeTcs NpOBOANUTE omiepanry 0e3 NIeHTU(UKALMN TI0Ib30BaTeNs, 8 B HCAHOHUMHBIX
UAECHTU(YKALIIY [I0JIb30BATENS SIBJIIETCS 0053aTeIIBHOM.

Taxoke cienyer pa3nuyarh 3JeKTPOHHbIC (pUaTHBIC ACHBIY (PaBHBI TOCYIAPCTBEHHBIM BAJIIOTaM) U
9JIEKTPOHHBIC HeHUAaTHBIE JEHbI'H (HE PaBHBI TOCYAaPCTBEHHBIM BaIIOTaM).

OcCHOBHBIE COBETHI IO 6€30MacHON paboTe C IJIEKTPOHHBIMH JICHBI aMU:

1. TlpuBshku K c4eTY MOOHMIIBHBIN TelehOoH. DTO CaMbIil YIOOHBIN B OBICTPBINA CITOCOO BOCCTAHOBUTH
JocTym K cuery. [IpuBsizaHHbIi TeneOH MOMOXKET, €CJIU 3a0y/IeIlb CBOW TUTATEKHBIHN Mapoib WU
3aiiielllb Ha CaliT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. MUcrmonp3yit ogqHopasoBbie mapoiw. [locie mepexoaa Ha YCHIICHHYIO aBTOPHU3aInio TeOe yike He
6yz[eT YIpoKaTh OITACHOCTH KpaXXy WJIM MEPEXBaTa IJIATCKHOI'O MapOJIsi;



3. Bwibepu ciioxxubIH apoas. [IpecTynHIKaM OyIeT HEe MPOCTO yragaTh CIIOKHBIA apOJIh.
HapexHble mapoiy — 3T0 Mapoiiv, KOTOPhIE COAEPKAT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIC U TPOTHCHBIC OYKBBI, IIU(PPHI 1 HECKOJIHKO CHMBOJIOB, TAKKE KaK 3HAK JI0JIIapa,
¢yHTa, BOCKIHUIATEIbHBIN 3HaK U T.1. Hampumep, $tROng!;;

4. He BBO/M CBOM JTMYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.

JIeKTPOHHAsA MOYTA

DneKTpoHHAs [M0YTa — 3TO TEXHOJIOTHS U MPEAOCTABIIEMBIE €0 YCIYTH 110 TIEPECHUIKE U MOTyUYEeHUIO
9NEKTPOHHBIX COOOIEHHH, KOTOPBIE paclpeelsioTcs B KOMITBIOTEPHOMN CETH.

OOBIYHO NEKTPOHHBIN MOYTOBBINA AMIUK BBIMJISIIAT CIEAYIOMAM 00pa3oM:
UMS_TI0JIB30BaTEISI(@WUMsI_JIOMEHa.

Taxxe kKpoMme mepeadar IpPOCTOro TEKCTa, UMEETCS BOZMOXKHOCTD TiepeaBaTh (paiiibl.

OCHOBHBIEC COBETHI IT0 0€30TIaCHON PaboTe C IJIEKTPOHHOMN TOUYTOM:

1. Hapno BbIOpaTh npaBUIBHBIN TOYTOBHINA CepBUC. B HHTEpHETE €CTh OTPOMHBIN BEIOOD
OecrIaTHBIX TOYTOBBIX CEPBHCOB, OAHAKO JIYUIE TOBEPATH TEM, KOTO 3HACIIb M KTO TIEPBEIi B
peuTuHre;

2. He yka3pIBaii B IM4HOM NoYTe TMUHYI0 nHGOpMauio. Hanpumep, nydie BEIOpaTh
«My3BIKaTBbHBIN _(haHaT@» nim «pok2013» BMecTo «Temal3»;

3. Hcmonp3yii AByXATANHYIO aBTOPU3AIUIO. ITO KOTJa TOMUMO TapoJIs HY’KHO BBOJHTE KO/,
IpHchUTaeMblil o SMS;

4. BrpiOepu CIOXHBINA MapoiTh. JIJIs Ka)KI0ro MOYTOBOIO SIIHKA TOJKEH OBITH CBOM HaICKHBIMH,

YCTOMUYHMBBIN K B3JIOMY [1apOJIb;

Ecnu ecTh BO3BMOXHOCTh HAIIUCATh CAMOMY CBOW JIMYHBIN BOIPOC, HUCIIONB3YH 3Ty BO3MOKHOCTB;

Hcnone3yil HECKONBKO MOYTOBBIX AMIMKOB. I1epBbIi 17151 YaCTHOH NMEpPENMCKU ¢ apecaTaMy,

KOTOPBIM THI IOBEPSEIIh. DTO SJIEKTPOHHBIN aipec He HaJl0 UCIOIB30BaTh MMPH PETHCTPaLiU Ha

(dopymax u caiirax;

7. He otkpeIBaii ¢aiisel 1 qpyrue BIOXKEHUS B MMCbMAaX Ja)ke €CIM OHHU MPHIUINA OT TBOHX JIpy3eil.
Jlydie yTouHH y HUX, OTHPABIISIIN JIM OHU TeOe 3TU (aiiibl;

8. Tlocne okoH4YaHuUs1 pabOTHI HA TIOYTOBOM CEPBHCE MEpe]] 3aKPhITUEM BKIIAJIKU C CAHTOM He 320y /b
HaXaTb Ha «BbIATHY.
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Ku6epOyajuHr wiid BUPTyaJdbHOE U31eBATEIbCTBO

KI/I6Cp6y.]'IJ'II/IHF — [pecCiIcJ0BaHUC COO6].LICHI/I$IMI/I, COACpKalIUMHN OCKOp6H€HI/IH, arpeccuro,
3aIlyTUBAHUC; XYJIMTAHCTBO; COLINAJIbHOC 60ﬁKOTHpOBaHH6 C IMIOMOIIBIO PA3JIMYHBIX MHTCPHET-CEPBUCOB.

OcHOBHEBIE COBETHI IO 60pHOE ¢ KNOEePOYIITHHTOM:

1. He Opocatics B 60#. JIyummii crioco0: mocoBeTOBaTHCS Kak ce0sl BECTH U, €CJIU HET TOT0, K KOMY

MOJKHO OOpaTHTBHCSA, TO BHaYaJIE yCIIOKOUTHCS. ECIM ThI HAYHEIIh 0TBEYaTh OCKOPOIIEHUSIMH Ha

OCKOPOJICHHSI, TO TOJILKO ellle OOJIbIIIE Pa30KKETh KOH(IIUKT;

VYnpasnsaii cBoeil kubeppenyranuei;

3. AHOHHMMHOCTbH B ceTH MHUMasl. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 332 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH Xy/lIUTraHCKUi 00pa3 BUpTyalbHOH *u3HH. IHTEpHET QUKCHpYET BCe TBOU

JOEUCTBUS U COXpaHAET UX. Y NAIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIBHO;

Co0ironaii cBOM BUPTYaIBHYIO YECTh CMOJIONY;

Urnopupyii ennHnYHbBIH HeraTiB. OIHOpa30Bble OCKOPOUTEIbHBIE COOOICHUS Ty Ile

UrHopupoBath. OOBIYHO arpeccus MpeKpamaeTcsl Ha HadyaJbHOH CTaany;

7. ban arpeccopa. B nporpammax oOMeHa MIrHOBEHHBIMHU COOOIIEHUSIMH, B COLIMATIBHBIX CETAX €CTh
BO3MOXKHOCTB OJIOKHPOBKH OTIIPABKH COOOIICHU C ONPEeNICHHBIX aJPEcOB;

8. Ecnu TbI cBHAETENb KNOEpOyMHTa. TBOM ACHCTBHA: BHICTYIIUTH IPOTHB MPECIICAOBATENS,
MOKa3aTh EMY, YTO €0 ACHCTBHS OLIEHUBAIOTCSI HETATUBHO, MOAJEPKATh KEPTBY, KOTOPOH
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HY’XHa IICUXOJOTHYECKAaA ITIOMOIIb, COO6H.[I/ITI> B3pPOCJIBIM O Q)aKTC arp€CCUBHOIO IMOBEJICHUA B
CCTH.

MooOuabHbIi Tes1e)oH

CoBpemMenHbIe cMapT(HOHBI U ITAHIIETHI CojiepkKaTt B cede BITOJIHE B3pPOCHbIi (PyHKINOHAT, U TETIEph OHU
MOTYT KOHKYpHPOBATh CO CTAIIMOHAPHBIMU KOMITbIoTepamMu. OJTHAKO, CPEJICTB 3aLIUTHI AJIS TOTOOHBIX
YCTPOMCTB MOKa OY€Hb MaJIO.

TectupoBaHKe U MOUCK YSA3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak aiist 1K, To sxe camoe
KacaeTcsi © MOOMIIBHBIX MTPHUIIOKEHHH.

CoBpemeHHbIe MOOMITBHBIE Opay3epsl yKe MPaKTHIeCKH JOTHAJIN HaCTOJIbHBIE aHAJIOTH, OTHAKO
pacupenne GyHKIHOHAIA BICUET 38 COO0H OONBIIYIO CI0KHOCTh H MEHBUIYIO 3aIUIIEHHOCTb.

Jlarieko He Bce MPOU3BOIUTENHN BITYCKAIOT OOHOBIICHMSI, 3aKPHIBAIOIINE KPUTHYECKUE YI3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI IJIs1 0€30TTaCHOCTH MOOHMIILHOTO TenedoHa:

1. Hwuuero He sBisieTca No-HacToALIEMY OeciutaTHBIM. byb ocTopoXkeH, Beab Koraa Tede
npeiararoT OecIuIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO TUIATHBIE YCIYTH;

2. [ywmaii, npexxae yem otnpaBuTh SMS, dhoto unm Buaeo. Tol TOUHO 3HaelIb, T1ie OHH OYAYT B

KOHEYHOM utore?

Heo0xoammo 0OHOBIIATE OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(oHa;

Hcnonb3yit aHTHBUPYCHBIE TPOTPaMMBI 7151 MOOMIIBHBIX TEJIE(OHOB;

He 3arpy>xaii npuioxeHus: OT HEU3BECTHOTO UCTOYHUKA, BEAb OHU MOTYT COJEPIKATh

BPEJOHOCHOE IPOrpaMMHOE 00€eCIIeUeHue;

6. Ilocne Toro kKak ThI BBIIIEIIb C caiiTa, rie BBOJIWII JIMYHYIO HHPOPMAIIUIO, 32l B HACTPOMKH

Opaysepa u yaamu cookies;

Ilepuoanuecku mpoBepsiii Kakue IIaTHbIE yCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. Jlamaii cBOIf HOMEpP MOOHIIBHOTO TeJIe()OHA TOJIBKO JHOJISIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsielb;

9. Bluetooth nomkeH ObITH BHIKIIIOUYEH, KOTJa TH UM HE MOJb3yelibest. He 3a0biBaii nHOT 1A
IPOBEPSITH 3TO.
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Online urpsl

CoBpeMeHHbIE OHJIAHH-UTPBI — 3TO KPACOUHBIE, 3aXBaThIBAIOLIIE PA3BIICUCHHS, OObEIUHSIOINE COTHU
TBICSY YEJIOBEK 0 BceMy MUpy. UTpoku MccienyoT JaHHBIH UM MUP, O0IIAI0TCS APYT C APYTOM,
BBITOJIHAIOT 3aJIaHUs, CPAXKAIOTCS C MOHCTPaMHU U MOJYYaroT ONBIT. 3@ YJJOBOJIBCTBUE OHU IUIATAT:
MNOKYHAlO0T ANUCK, OIUIAYNBAIOT a0OHEMEHT WM NPUOOPETaroT KAaKUe-TO OILIUH.

Bce aTH cpencTBa uayT Ha NOAAEPKAHNE M Pa3BUTHE UIPHI, a TAK)KE HAa caMy 0€3011aCHOCTb:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIINH, BBIITYCKAIOTCS HOBBIE MaTIX (IH(POBBIE 3aIUTaTKA IS
MIPOrpamMM), 3aKphIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI>IX HUrpax CTOUT OMacaTbCsA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaK1 TBOCTO IMapoOJisd, Ha
KOTOpPOM OCHOBaHa CUCTEMa aBTOpHU3alluU OOJBIIMHCTBA urp.

OCHOBHBIE COBETHI [0 OE30IMACHOCTH TBOECTO HUI'POBOTO AKKAYHTA!:

1. Ecnu npyroii urpok BeaeT cedst III0X0 WK CO3aeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CITHCKE UTPOKOB;

[oxxamy¥ics aAMUHUCTpATOPaM UTPhI HA TUI0OXO0€ MOBEIEHUE 3TOTO UTPOKA, JKENaTeIbHO
MIPUIIOKUTH KaKUe-TO JOKa3aTeNbCTBA B BUI€ CKPUHOB,;

He yxa3siBaii muanayto nHGOpMAITHIO B Tpodaiiiie Urphl;

YBakall Jpyrux y4acTHHUKOB I10 UIPE;

He ycranaBnuBaii HeodumanbHple MaTYd U MOBI;

Hcnonw3yii c0xKHBIE U pa3HbIe TapoIH;
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7. Jlaxxe BO BpeMsI UTPHI HE CTOUT OTKJIIOYATh aHTUBHPYC. [l0Ka T UTpaemb, TBOH KOMITHIOTEP
MOTYT 3apa3uTh.

DOUIIHHT WIH KpaiKa JIMYHbIX JaHHbIX

OOBIYHOH Kpakel IeHeT W JJOKYMEHTOB CETOJIHsI YK€ HUKOTO He YAUBHUTI, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTHH 3I0YMBIIICHHUKN TIEPEMECTHIINCH B HHTEPHET, 1 MPOA0JIKAIOT 3aHUMATHCS «JTFOOUMBIMY
JIETIOM.

Tak nosiBUIack HOBask yrpo3a: HHTEPHET-MOIICHHIYECTBA WM (DPUIIMHT, TTIaBHAS LIEJTh KOTOPOTO COCTOUT
B TIOJTy4E€HNH KOH(PUICHIMATBHBIX JaHHBIX MOJIb30BaTeNe — JIOTHHOB | napodeil. Ha anrnuiickom
s3bIKe phishing unraercs kak ¢pumuHr (ot fishing — prIOHas noBIs, password — mapois).

OCHOBHBIE COBETHI IO OOpHOE C PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu TBI OJ103peBaeliib, 4TO TBOS aHKETa Oblja B3JI0MaHa, TO
HE0OX0MMO 3a0JIOKUPOBATE €€ U COOOILIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
cKopee;
Hcnonpayii Ge3onacHbie BeO-CaiThl, B TOM YHCIIE, HHTEPHET-Mara3uHoOB 1 TOUCKOBBIX CHCTEM;
3. Hcmonb3yii ClOKHBIE U pa3HbIe Maponn. TakuM oOpas3oM, eciu Te0s B3IOMaIOT, TO

3710y MBIIIEHHUKH [IOJy4aT AOCTYII TOJIBKO K OAHOMY TBOEMY NPOQMIII0 B CETH, a HE KO BCEM;
4. Ecnu Tebs B3IOMaH, TO HEOOXOIUMO MPEAYTIPEINTH BCEX CBOUX 3HAKOMBIX, KOTOpbIE
n00aBIIeHBI Y TEOS B IPY3bAX, O TOM, YTO TE€OS B3IOMANIX U, BO3MOYKHO, OT TBOETO UMEHU OyJIeT
pacchlIaThCs CllaM U CChUIKU Ha (DUILUHIOBBIE CAiThI;
YcranoBu HanexHbIH mapons (PIN) Ha MoOunbHEIH TenedoH;
OTKIII0YH COXpaHEeHUe naposisi B Opaysepe;
He oTkpeiBaii ¢aiinsl 1 Apyrue BIOKEHHUS B MUCbMaX JayKe €CJIM OHH MPULLTH OT TBOUX APY3eH.
Jlyuie yTO4HHM y HUX, OTHPABIISIIN I OHHU TeOe 3TU (aiiiibl;

N

No o

Hudposas penyrauus

Lludposas pemyranys - 3TO HEraTUBHAs WM TIO3UTHBHAS MH(OpMALKs B CETH O Tebe.
Kommnpomerupyromas nHGopmanys pasMelieHHas B HHTEPHETE MOXKET CEPhE3HBIM 00pa30M OTpa3uThCs
Ha TBOEH peabHOU KU3HH.

«udposas pemyTanus» - 3TO TBOM UMUK, KOTOPBIA popMupyeTcs U3 nHPOopMaLuu o Tede B
UHTEpHETE.

TBoe mecTo KUTCIIBCTBA, yqe61>1, TBOC (I)I/IHaHCOBOG IMOJIOKECHUCE, 0COOEHHOCTH XapaKTepa U pacCKa3bl O
0JIM3KHMX — BCE 3TO HAKAIIMBACTCS B CETU.

MHorue noApOCTKH JETKOMBICICHHO OTHOCSTCS K IMyOnuKanuu THYHOl nHpopmanun B HTepHETE, HE
NOHUMas BO3MOXKHBIX MOcHeACTBUNA. ThI Jayke He CMOKEIIb I0TalaThCsl O TOM, 4YTO GoTorpadus,
pasMelIeHHas 5 JIeT Ha3all, cTajla IPUYMHOM OTKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapuu, pazmenienue TBoux ¢ororpaduii u apyrue 1eiicTBHUs MOTYT HE HCUE3HYTh AaXKe MO0Cie
TOT0, KaK ThI UX yAaTUIIb. THl HE 3HACIIH, KTO COXPAHIJI 3Ty HH(POPMAIINIO, TI0TIaIa JIM OHA B TIONCKOBBIE
CHCTEMBI M COXpaHMJIach JIM OHa, a IIIaBHOE: YTO MOAYMAIOT O Tebe OKpyXKarollee 011, KOTOpble Hal Iy T
U yBUAAT 3T0. HaliTh nHGOpMaIIo MHOTO JIET CITyCTSI CMOKET JF000H — Kak n3 oOpbIX NOOYKICHUH,
TaK ¥ C HAMEPEHNEM MPUIHHUTE BPE. DTO MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aTUTE ITU(PPOBOH pEeITyTaIIH:

1. Tlomymaii, nmpexe yeM 4To-To IMyOJIMKOBATh U IEepeIaBath y cedst B 0Jiore Wi B CONUANBHOM
ceTy;

2. B Hactpolikax npoQuiis yCTaHOBH OTPaHUYCHHS Ha TIPOCMOTP TBOETO MPOGUIIS U €ro
COJIEP’KUMOT0, CAEJIail €ro TOJIBKO «JIJISl PY3Ei»;

3. He pa3meraii u He yka3piBail HH)OPMAIIHIO, KOTOPAst MOKET KOro-1100 OCKOPOJIATEH MK
00MKaTh.



ABTOpCKOE IPaBo

CoBpeMeHHBIE NIKOTBFHIKH— aKTUBHBIE MOJE30BATENH III(PPOBOTO MpocTpaHcTBa. OIHAKO AaJIEKO HE BCE
3HAIOT, YTO MOJB30BaHUE MHOTMMH BO3MOXKHOCTSIMH IIU(POBOTO MUpa TpeOyeT cOOII0AeH S ITpaB Ha
WHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTyalnbHasi COOCTBEHHOCTBY OTHOCHUTCS K Pa3IMYHBIM TBOPCHHSAM YEIOBEUECKOI'0 yMa,
HauMHas ¢ HOBBIX U300PETEHUH U 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh HA MPOLYKTHI U YCIYTH , U
3aKaHYUBas KHUTaMH, poTorpadusMu, KHHOPHUIEMaMH U MY3BbIKAJIbHBIMU IIPOU3BEACHUSIMHU.

ABTOpCKHE IIpaBa — 3TO MpaBa Ha MHTEJUIEKTyalIbHYI0 COOCTBEHHOCTDh Ha MPOU3BENCHUS HAYKH,
JIUTEPATYPBL U UCKYCCTBA.

ABTOpCKHE paBa BBICTYNAIOT B KAYECTBE TapaHTHU TOT'0, YTO MHTEIUIEKTYalbHBIH/TBOPUECKUH TPy L
aBTOpa He OyZeT HaIlPaCHBIM, JacT €My CIIPaBEIJIUBbIE BO3MOKHOCTH 3apaboTaTh Ha Pe3yIbTaTax CBOETO
TpyZa, MOTyYUTh U3BECTHOCTH U IIPU3HAHNE.

Hukro 0Oe3 pa3pemienns aBTopa HE MOKET BOCIIPOM3BOANTD €r0 MPOU3BEACHUE, PACTIPOCTPAHSTD,
MyOJIMYHO JIEMOHCTPUPOBATh, IPOJaBaTh, MMIIOPTUPOBATh, ITyCKaTh B IPOKAT, ITyOJIMYHO HCIIOIHSITS,
IIOKAa3bIBaTh/UCIIOJIHATH B d(HUpe WiK pa3MelaTts B IHTepHeTe.

Hcnons3oBanue «IIHAPATCKOI'0» IMPOrpaMMHOIO o0ecneyeHUs MOKET IIPUBECTU K MHOT'MM pUCKaM: OT
IMOTEPH NaHHBIX K TBOMM aKKayHTaM 10 6JIOKI/Ip0BKI/I TBOECTO yCTpOfICTBa, rae yCTaHOBHeHHBIﬁ HE
JICraJibHad mmporpamMmma. He cTout Taxkxe 336I>IBaTB, YTO CYHICCTBYCT JICTAJILHBIC U OecIIaTHEIE
nporpaMmal, KOTOPBIC MOKHO HATU B CETH.



